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Your Mobile
Phone Can
Give Away Your
Location, Even
if You Tell It
Not To

Apps on the phone can use those
sensors to perform tasks users
aren’t expecting — like following
a user’s movements turn by turn
along city streets.

Most people expect that turning
their phone’s location services
off disables this sort of maobile
surveillance.

We have revealed how a
phone can listen in on a user’s
finger-typing to discover a secret
password — and how simply
carrying a phone in your pocket
can tell data companies where you
are and where you're going.

Making assumptions about
attacks

When designing protection for
a device or a system, people make
assumptions about what threats
will oceur.

Cars, for instance, are designed
to protect their occupants from
crashes with other cars, buildings,
cuardrails, telephone poles and
other objects commonly found in
or near roads.

They’'re not designed to keep
people safe in cars driven off a
chiff or smashed by huge rocks
dropped on them.

It’s just not cost-effective to
engineer defences against those
threats, because they're assumed
to be extremely uncommon.

Similarly, people designing
software and hardware make
assumptions about what hackers
might do. But that doesn’t mean
devices are safe.

One of the first side-channel
attacks was identified back in 1996
by cryptographer Paul Kocher,
who showed he could break
popular and supposedly secure



cryptosystems by carefully timing how
long it took a computer to decrypt an
encrypted message.

The cryptosystem designers hadn’t
imagined that an attacker would take
that approach, so their system was
vulnerable to it.

There have been many other attacks
through the years using all sorts of
different approaches. The recent
Meltdown and Spectre wvulnerabilities
that exploit design flaws in computer
processors, are also side-channel attacks.

They enable malicious applications
to snoop on other applications’ data in
the computer memory.

Monitoring on the go

Mobile devices are perfect targets for
this sort of attack from an unexpected
direction.

They are stuffed with sensors, usually
including at least one accelerometer, a
gyroscope, a magnetometer, a barometer,
up to four microphones, one or two
cameras, a thermometer, a pedometer, a
light sensor and a humidity sensor.

Apps can access most of these sensors
without asking for permission from the
user. And by combining readings from
two or more devices, it’s often possible
to do things that users, phone designers
and app creators alike may not expect.

When a user taps on the screen
in different phone
itself rotates slightly in ways that
can be measured by the three-axis
micromechanical gyroscopes found in
most current phones.

Further, tapping on a phone screen

locations, the
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produces a sound that can be recorded on
each of a phone’s multiple microphones.

A tap close to the centre of the screen
will not move the phone much, will
reach both microphones at the same
time, and will sound roughly the same
to all the microphones.

However, a tap at the bottom left
edge of the screen will rotate the phone
left and down:; 1t will reach the left
microphone faster; and it will sound
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louder to microphones near the
bottom of the screen and quieter to
microphones elsewhere on the device.

Processing the movement and
sound data together let us determine
what key a user pressed, and we were
right over 90 percent of the time.
This sort of function could be added
secretly to any app and could run
unnoticed by a user.

Identifying a location

We then wondered whether a
malicious application could infer a
user's whereabouts, including where
they lived and worked, and what
routes they travelled — information
most people consider very private.

We wanted to find out whether a
user's location could be identified
using only sensors that don’t require
users’ permission. The route taken by
a driver, for instance. can be simplified
into a series of turns, each in a certain
direction and with a certain angle.

With another app, we used a
phone’s compass to observe the

: person’s direction
| of travel. That app
“| also used the phone’s

».| gyroscope, measuring

the sequence of turn

angles of the route
+| traveled by the user.

And the
accelerometer showed
whether a user was
stopped, or moving.

By measuring a sequence of
turns, and stringing them together
as a person travels, we could make
a map of their movements. (In our
work, we knew which city we were
tracking people through, but a similar
approach could be used to figure out
what city a person was in.)

Our research group is continuing
to investigate how side-channel
attacks can be used to reveal a variety
of private information.

For instance, measuring how
a phone moves when its owner is
walking could suggest how old a
person is, whether they are male
{with the phone in a pocket) or female
(typically with the phone in a purse),
or even health information about how
steady a person is on his feet or how
often she stumbles.

We assume there is more your
phone can tell a snoop — and we hope
to find out what, and how, to protect
against that sort of spying.

Source: www.sciencealert.com
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The Art of Strategy Is About
Knowing When to Say No

I adopted three practices to put balance into
my yes-no diet:

Put It In Writing

The single best tool 1 have found to
help unlearn the yes-man ways of a startup
CEO is a single-page document we call our
MSPOT. With it, we articulate our Mission.
the constituencies we Serve, the Plays we're
going to run this year, the plays we are going
to Omit, and how we will Track our progress.

The most painful portion of that document
are the Omissions. Painful, because they are
usually excellent ideas with high potential—
but necessarily omitted because we are better
oft doing a few things very well. One of the
most agonizing Omissions | had to make was

deferring the opening of our first international
office by a year.

Let Your “No™ Mean “No™

We're a reasonably flat organization, and
we give the floor to all sorts of competing
opinions. Usually, we’re pretty good at coming
to a conclusion, and evervone involved heads
off to act on it.

Sometimes, though, ardent advocates on the
short end of the decision would return to me
and renew their case, perhaps with additional
data or a more effective spokesperson. And,
too often, in the absence of the full team, I'd
see the sense in their augmented argument, and
give them half'a green light as well. Inevitably,
that led to a reconvening of all parties. which




o
Afghan

Wireless

107+ Edition
May & June 2018

i

>

the results, and if we
didn’t see early promise,
we were agile enough to
adjust, change course, or
if necessary, cut our losses
and kill it

that Foursquare

Remember
grader
project? We gave it a run,
and we moved on.

That  entrepreneurial

frequently enough would lead to uninspired
COMPromiscs.

That decision to “put every extra dollar
on my P&L to into Marketing Mary” came
after too many such compromises between
chasing both Marketing Mary and Owner
Ollie. By continuing to serve two masters,
we watered down our marketing effort,
and hampered our product development
velocity. By finally saying “no,” in writing,
to Owner Ollie, the post-decision hallway
lobbying evaporated. Not only was
everyone informed that the book had closed
on an issue—but it became much easier
to just point to the MSPOT and dispel
plaintiffs secking to re-litigate a decision.

And Let Your “Yes™ Mean “Yes!”

The other parts of that MSPOT are for
what constituents we will Serve, and what
Plays we will do—with conviction, and no
looking back.

In startup mode, we could make decisions
quickly, and it didn’t necessarily matter if it
was the right decision. We could examine

mindset and willingness
to say “yes” was instrumental in finding
product-market fit. However, in scale-up
mode, the virtue of keeping our options
open, and changing gears based on new
information, is disruptive and expensive.

When we committed to the Marketing
Mary play, there could be no turning
back. That comes with risk, of course, In
case we had muscalculated. But, in the
transition from startup to scale-up, we had
accumulated enough data and experience to
be confident. And that confidence energized
our entire organization as we executed our
coal with intensity.

As HubSpot has grown from a startup
to scale-up, the discipline of saying “no”
has paid big dividends for us. We launched
HubSpot 3, our Marketing Mary play,
in September of 2012. By the end of the
vear, we had increased the number of
customers by 42% over 2011. And in the
spring of 2013, we opened our European
headquarters in Dublin.

Source: www.hbr.org
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Proven Tips for Making Social
' Media Work for Your Company

Advice from the founders of America’s fastest-growing
businesses.

Sarah Dusek

Co-founder, Under Canvas (travel and hospitality)

No. 573 2017 rank | 791% Growth | $8.6M
Revenue

*Through trial and error, we’ve figured out a balance
between aspirational, for people who aren’t ready
to travel with us: inspirational, for people actively
planning an Under Canvas trip; and helpful. We have
agents who make bookings and plan itineraries, and
it made sense to continue that dialogue on social. We
want to be an expert that also helps you dream about
where you might go next.”

Chris Gathright
Founder, Sportique (retail)
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No. 3,164 2017 rank | 103% Growth |
$4.7M Revenue

“When we started, we focused on informing
folks about outdoor brands. But as we expanded
into fashion, home, and beauty, it became more
about letting people know that we're trving
to curate amazing products in general. We're
simple. Our tone is fun and playful. We know
we're not curing cancer.”

Tom Gimbel

Founder, LaSalle
resources)

No. 4,450 2017 rank |
$55.5M Revenue

“Because we're both a B2B and a B2C
business, LinkedIn is the most important
platform for us. And we use LaSalle’s social
networks to entice college graduates to come
work for us, On Instagram, we’ll post pictures
of a party for an employee’s work anniversary,
and we'll get 80 to 100 likes and comments
from their friends.”

Network  (human

56% Growth |

Ann Oleson

Founder, Converge Consulting (education)

No. 2,037 2017 rank | 183% Growth |
$3.1M Revenue

“We try to serve as a narrator that brings
people in the higher education world together.
We answer questions in Linked—In groups and
started a Google group that has more than 500
members, where people pose questions and we
try to engage everyone in answering them.”

Kristy Sammis

Co-founder, Clever
marketing)

No. 1,706 2017 rank |
$7.4M Revenue

*The most important thing, which a lot of
businesses skip, is to know what you want,
Even though social media is casual and
conversational, think of it as marketing. You
would never start a marketing campaign not
knowing what you're trying to achieve.”

SOUrCe: WWW,INe.Com

(advertising and

229% Growth |
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Why you shouldn’t kill
spiders in your home?

* While it is common to dislike or fear
spiders, they shouldn’t be killed when
found in your home,

« One benefit to having spiders in
your home is their tendency to capture
nuisance pests and disease-carrying
insects such as mosquitoes.

« Rather than killing any spiders you
find, make an effort to release them
outdoors,

I know it may be hard to convince
you, but let me try: Don’t kill the next
spider vou see in your home.

Why? Because spiders are an
important part of nature and our indoor
ecosystem — as well as being fellow
organisms in their own right.

People like to think of their dwellings
as safely insulated from the outside
world, but many types of spiders can
be found inside. Some are accidentally
trapped, while others are short-term
visitors. Some species even enjoy the
great indoors, where they happily live
out their lives and make more spiders.
These arachnids are usually secretive,
and almost all you meet are neither
aggressive nor dangerous. And they
may be providing services like eating
pests — some even eat other spiders.

My colleagues and | conducted a
visual survey of 50 North Carolina
homes to inventory just which
arthropods live under our roofs. Every

N
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single house we visited was home to spiders.
The most common species we encountered
were cobweb spiders and cellar spiders.

Both build webs where they lie in wait for
prey to get caught. Cellar spiders sometimes
leave their webs to hunt other spiders on their
turf, mimicking prey to catch their cousins for
dinner.

Although they are generalist predators, apt
to eat anything they can catch, spiders regularly
capture nuisance pests and even disease-
carrying insects — for example, mosquitoes.
There’s even a species of jumping spider
that prefers to eat blood-filled mosquitoes in
African homes. So killing a spider doesn’t
just cost the arachnid its life, it may take an
important predator out of your home.

It's natural to fear spiders. They have lots of
legs and almost all are venomous - though the
majority of species have venom too weak to
cause issues in humans, if their fangs can pierce
our skin at all. Even entomologists themselves
can fall prey to arachnophobia. I know a few
spider researchers who overcame their fear by
observing and working with these fascinating
creatures. If they can do it, so can you!

Spiders are not out to get you and actually
prefer to avoid humans; we are much more
dangerous to them than vice versa. Bites from
spiders are extremely rare. Although there are
a few medically important species like widow
spiders and recluses., even their bites are
uncommon and rarely cause serious issues.

If you truly can’t stand that spider in your
house, apartment, garage, or wherever, instead
of smashing it, try to capture it and release it
outside. It'll find somewhere else to go, and
both parties will be happier with the outcome.

But if you can stomach it, it’s OK to have
spiders in your home. In fact, it’s normal. And
frankly, even if you don’t see them, they’ll
still be there. So consider a live-and-let-live
approach to the next spider you encounter.

Source: www.businessinsider.com
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Sheba and The Monkey

a short story

Let us enjoy reading this story of Sheba
and The Monkey.

Sheba, the queen of jungle, was very
fond of babies. Once, she announced, I
order all animals to come to my palace
with their babies. The animal who has
the most beautiful baby will be awarded
a prize”.

All animals came to Sheba’s palace
with their babies.

Sheba started inspecting the babies
one by one. She came to a monkey and
said “What an ugly baby! You will not
get the prize”.

The baby monkey started to cry. The
monkey said, “What a foolish gueen
she 1s! Who wants her prize! You are
my jewel, my dear child. You are more
precious than anything under the sky".

MORAL: Mother’s love has no
equals.

Source: www.english-for-students.com
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